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CSFC Bits B Bytes -

From the CSfC Directordos D

Welcome to the latest edition of Bits & Bytes, a quarterly publication dedicated to all tl

The last few months have been busy ones, and I've heéndbinghn suanyooitigigudial
TechTalks, through the CSf€ainkospand at multiple outreach events. Your input conti

guide and improve the program.

: Registration Newds : Based on your feedback, I've initiated several efforts within the CSfC program, aimed
: Capability Packaoge: responsiveness and to better meet the need of all our clients and customers. You'll he
: and NIAP Updates: efforts in the near future, but they include:

: Tl and Component: * CP Developriientsh as the Tactical CP and the WIDS/WIPS Annex

: Changes : . . . ..

1 ] * Exploring options for a technical forum, bringing together CSfC cadre, customer
: CSfCBuzz  mM component vendors

*

Review and update of CSfC's defining documents, beginning with the CSfC Crit
Addition of new CSfC components, to include more selections per category
* Continued improvement in the turnaround time for CSfC solution registrations

*

Please join me at our regularly schedinédi¢cf@lésl for updates on the CSfC prograrr
continue to communicate your thoughts antedogidstioasd to continuing to work with y
ol

T. John Dunker
Director, Commercial Solutions for Classified

uuuuuuuuuu
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~ Information

The CSfC PMO, in partnership with the requesting AO,

[ guides a clientds s ol Thereisno question that deviation iAcfea
e\‘)’(\)\ comprehensive process to.insure that security r e gj strati onds ppr
,‘-\vs are balanced against mission requirements. ' sccessed for impact and risk against the

do to help smooth the process? overall solution architecture, the mission, t

B Begin discussions with therfilé@aafiglp guide |ocation and other factors. Be candid abot
you through the process deviations on your regiSttla¢éi@ooner

BMake deviations an €/ ihayare addressed and mitigated, the’s6d
include a complete explanation and a strong jt th wuti b "
e solution can become active.

CSfC The CSfC PMO has reached a ne#W milestone
Registration -t he | argest number of solution
Snapshot As illustrated by the snapshot below, CSfC continues to cemvecae ahiimBAsntommercial

cybersecurity and assuranceBimtggph shows CSfC custormesgistetiedsand in the
process of registesirgy a-honth period, through July of this year. Some takeaways:

R As expected, Mobile Access (MA) is the most frequently registered solution, a trend that we se

R The largest percentage increase in registrations by type is Data at Rest (DAR)
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IWHAT’S NEW 2}
Capability Packages (CPs) and associated CP Annexes are reviewed, updated,
CSfC commented, adjudicated and published for use on a regular basis. :
Capability  current Updates: CP versus Annex
Package R Enterprise Gray Annex v1.0 published for use, April 2019 A CSfC Capability Package
’ WIDS/WIPS Annex out for comment, September 2019 (CP) provides vendo
Upd ates agnostic requirements that
. allows for successful
Planned Updates and Development. implement of a solutibn for
8 DAR CP v4.8 update to include new capabilities such as Entery an identified architectigal
Unattended Operations use cases. SEETEEL AR )
R Estimated release for comment: Fall 2019 A CP Annex is similar in that
. . it provides vedpiosti
Rl niti al approva_l_ to explore guidance, however, it¢ N t
whose needs do not fall under existing CPs collates requirements that
R Estimated release for comment: Spring 2020 can be applied to more than
. . . _one CP. This fosters [faster
R Continuous Monitoring Annex Development, updating & consoli gocumentation updates and
requirements form multiple CPs helps drive consistency
R Estimated release for comment: Spring 2020 across all CPs.
R Campus WLAN CP update to include minor corrections, alignm =
requirements into a separate annex, possible inclusion of WPA: Sestiley
with other detxansit CPs and annexes
R Estimated initial release: TBD
‘ This table lists U.S. Government Protection Profiles currently being developed ot
general indication of their current status. For additional information, please se
NTATP niap@niapcevs.org

Information o dKdRited products can be found on the NIAP website on the CCEVS Product (

Protection Profiles in Development Status Q
As of 10 SEP 2019

PRModule for Bluetooth Version 1.0 For info on NIAP /CSfC FAQ#Fisiteheage

Protection Profile for Endpoint Detection and Response Version 108 LJa Y k k sFBSIHADANH K WS F L C! v dC

PRModule for Host Agent Version 1.0

Protection Profile for Software Defined Network Controller Version 1.0

PRModule for Wireless Intrusion Detection System Version 1.0



mailto:niap@niap-ccevs.org
https://www.niap-ccevs.org/Ref/FAQ.cfm#cat37
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New The following recently achieved CSfC Trusted Integrator status:

CSiC +/ ID Technologies +/ Kord Technologies Inc
Integrators
+/ Leidos Innovations CarpinQuest Corp

+ IAP Worldwide Servie€Raytheon Space & Airborne Systems

+/ NCI Information Systems

/ In the coming months, the CSfC PMO will be updating some of its core
— documents, to include the Criteria for Integrators.

-

It is our responsibility to continue to vet CSfC integrators|to ensure the
best possible support to our government customers

The CSfC Component List continues to grow, both in volume and in breadth. |
CSfC 1 Customers now kaegca of JFBsincreased diversity
1 CSfC hadiist Web Browsarthe Components List

Component
Updates See a summary of changes to the CSfC Component List continues on the fol
and, as always, more complete information is available on the website:
https://lwww.nsa.gov/Resources/Everyone/csfc/Capiadeg/
A CSfC program tenet:
CS‘ The vendor for one layer of protection is different

cs from the vendor for the second layer of protection...

Product and vendor diversity are a key component of layered segurity solutions;
CSfC will continue to encourage additional products within CSfC |canisters
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End User Device / Mobile Platform

Cog Systems D4 Secure, HTC A9 V1.1 30Jukl9
Getac Technology Corp | MX50 Mobile Device Android 07-May19
5.1.1
Microsoft Win 10 with Surface Pro 4, Surface I Win 10 07-May19
& Dell Latitude 5580
Samsung Research Galaxy Devices w/Android 7 Android 7 30Jut19
America

File Encryption

)
|_
LL
Z
LU
Z
al Trivalent Android Protection SDK V2.13 07-May19
©)
U Juniper SRX Product Series JUNOS 12Augl9
O 15.1x49D60
[~ Juniper SRX Product Series JUNOS 12Augl9
12.3x4®30
[(=r]
= IPSec VPN Client
AT Aruba Remote Access Point v6.5.0 10Apr19
L] E (108 & 109 families)
> Aruba Remote Access Point V6.5.0 10Apr19
ot (205H)
T Cisco 1000V Cloud Services Router IOS XE 3.1¢  04Feb19
U Cisco AnyConnect Secure Mobility V4.3 04Feb19
Y for Win10
<E Cisco AnyConnect Secure Mobility Client = v4.0 10Aprl9
for Android 6
Microsoft Windows Server 201€ 04Febl9
Microsoft Windows VPN Client Win10 04Feb19
Oceus Networks VPN Client Android v5.1 10Apr19
-6
Samsung Research Amer Galaxy Note 4 Android 04Febl19
ca 6.0.1
Samsung Research Ameri-Galaxy Note Edge Android 04Febl19
ca 6.0.1
Samsung Research Amer Galaxy VPN Client on Android 7 Android 7 30Jutl9
ca
Unisys Federal Stealth Solution v3.0& 3.3 04Febl19

SIP Server
Secusmart SecuSUITE SIP Server v1.0 26-:Junl9

ut CSfC components, visit the website at:

ces/Everyone/csfc/Components-List/ More Recently Archived Cswnents
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IPSec VPN Gateway
Clsco

Cisco

Information Assurance
Specialists

Information Assurance
Specialists

Juniper

Juniper

MDM
Samsung SDS

VMWare AirWatch

Microsoft

Jan—Aug 2019

Microsoft

Juniper Systems
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Juniper Systems
Cisco

Cisco

ASA 5500 Series v9.6

ASAvV running on ESXi 5.5 or 6.0 v9.6

Stand Alone Routers (PICO and Gra IASRouter
2.2.0

VPN Gateway Modules (COMPACT, IASRouter

NANO and NANO Plus) 2.2.0

SRX Product Series JUNOS
15.1x49D60

SRX Product Series JUNOS
12.3x48€30

Enterprise Mobility Mgmt

Enterprise Mobility Mgmt

TLS Protected Servers

Windows

TLS Protected Servers

Windows

Traffic Filtering Firewall

v15.1

Vv9.X

Server 201C

Server 201C

JUNOS SRX Product Series JUNOS
12.3x4830

JUNOS SRX Product Series JUNOS
15.1x49D60

ASA 5500 Series v9.6

ASAV running on ESCXi 5.50r 6.0 | v9.6

07-May19
07-May19
30May19
30May19
12Augl9

12Augl9

04Febl19

28Marl9

23Augl9

23Augl9

12Augl9
12Augl9
07Mayl19

07-May19

VolIP Applications

Cisco Jabber for Win10 V11.8
Cisco Jabber for Android V11.7
Cisco Jabber for iPhone/iPad V11.7
]
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10Aprl9
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COMPONENTS RECENTLY ADDED to GSTC

Jan—Aug 2019
Certificate Authority
Red Hat Red Hat Certificate System V9.4
Web Browser
Apple iOS Safari i0S 11
End User Device / Mobile Platform
iPhone & iPad

Apple i0S 12

(specific processors & models)
Samsung Research America| Galaxy Devices on Android 8

Samsung Research America' Galaxy Devices w/Android 8 & 8.1

Galaxy Devices on Android 9
(specified models)

Authentication Server

. ID Services Engine on
Cee 3415, 3515, 495 & 3595 appliances = ¥ 22

IPSec VPN Client

iPhone & iPad

Samsung Research America

ATE (specific processors & models) 199 a2
. AnyConnect Secure Mobility Client

Cisco for i0S 11.2 Va7
. AnyConnect Secure Mobility Client

Cisco for Win10 V4.7

Samsung Research America, Galaxy VPN Client on Android 7

Samsung Research America Galaxy VPN Client on Android 7.1

Samsung Research America, Galaxy Devices on Android 8

Samsung Research America Galaxy Devices w/Android 8 & 8.1

Galaxy Devices on Android 9
(specified models)

Samsung Research America

More Recently Added Commnents
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COMPONENTS RECENTLY ADDED to CSI, cant.

Jan—Aug 2019
IPS
Cisco Firepower Threat Defense on ASA ¢
Virtual Firepower Threat Defense
. Firepower Threat Defense
Cisco on 4k & 9k families FTD v6.2
. Firepower Threat Defense
Cisco T, FTD v6.2
. . vJUNOS
Juniper Systems VSRX series 17 4RI
IPSec VPN Gateway
I NXz6 I Aruba Remote Access Poaint Series | N3z I' h {
Aruba Mobility Controllers Py dH
Cisco Firepower Threat Defense on ASA ¢
Virtual Firepower Threat Defense
Cisco NGFW running ASA v9.8-©86X2.2 @ ASAVv9.8
on Firepower 2100 series
Cisco NGFW running ASA v9.8-©&5X2.2 = ASAVv9.8
on 4k & 9k families
Cisco \Ijlzre(z)power 4100 9.6 & 9300 9.608F K ASA V9.6
Cisco Firepower Threat Defense v6.2&5F) FTD v6.2
v2.2 on 4k & 9k families
Cisco Firepower Threat Defense v6.2&8FX FTD v6.2
v2.2 on 2k families
Cisco Firepower Threat Defense on ASA ¢
Virtual Firepower Threat Defense AU
Cisco NGFW running ASA v9_.8-&)5)(12.2 ASA V9.8
on Firepower 2100 series
Cisco Cisco Aggregation Series Router 1000DSXE
Series (ASR1K) 16.9
Cisco i0S
ISR 4K XEv16.9
Clsco ISR 1100 Product Series 10S XE
v16.9
Cisco Cloud Services Router on IOSXE
UCS and ESXI rel2 16.9
. . vJUNOS
Juniper Systems VSRX series 17 4RI

More Recently Added Cemsmnents
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GOMPONENTS REGENTLY ADDED ta CSIC, zom..

Jan—Aug 2019
Traffic Filtering Firewall
Cisco Firepower Threat Defense on ASA ¢
Virtual Firepower Threat Defense
Cisco Firepower 4100 9.6 & 9300 9.608FX ASA v9.8
v2.0
Cisco NGFW running ASA v9.8-©5X2.2 = ASA V9.8
on Firepower 2100 series & FTD v6.2
Cisco Firepower Threat Defense v6,2@&5F X
v2.2 on 4k & 9k families FTD v6.2
Cisco Firepower Threat Defense v6.2&5F; FTD v6.2
v2.2 on 2k families
Cisco NGFW running ASA v9.8-€85X2.2 | ASAVv9.8
on Firepower 2100 series
Cisco NGFW running ASA v9.8-©EX2.2
on 4k & 9k famili ASAVO.8
F5 Networks BIGIP for LTM+AFM v12.1.3.4
i . vJUNOS
Juniper Systems VSRX series 17 4RI

MACSec Ethernet Encryption Devices

Wdzy & LIS NJ W' bh{ tNBRdOG {$ mg“‘:’”’
Cisco Catalyst 9300 & 9500 Series Switch '?2 g E
Cisco Catalyst 3650 & 3850 Series Swnch-écig :)( E
Cisco Cisco Aggregation Services Router 100&XE
Series (ASR1K) 16.9
: i0OS XE
Cisco ISR 4K v16.9

Sessiomorder Controller

Cisco CUBE on Cloud Services Router 10( 105 SE
v16.9
/| Aaod2 9ELINBa&asle {SNASiJ mHD)?

More Recently Added Camamiyients
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LUMPONENTS REGENTLY ADDED to GofL, cont..

Jan—Aug 2013

MDM
Blackberry Enterprise Service V12.5

WLAN Access Systems
Cisco Wireless LAN (specified controllers &

Aironet Access Points) el

Hardware Full Drive Encryption
CentOS

CurtisaNright Defense Solutio CNS4 SW Encryption Layer (Linux)

Software Full Drive Encryption
CurtisaVright Defense Solutic CNS4 SW Encryption Layer Al

VOIP Applications

Cisco Jabber for Android 8 & iOS 12 v12.5
Cisco Jabber for Win10 v12.5
CellCrypt CellCrypt Federal V2.0

CSfC and CDS

CSfC does not oapproveod Cross
included in a customerds over
solution and are beyond the purview of the CSfC program. The N
Solution Management Office (NCDSMO) hosts web sites on SIPR
the CDS Community needs for CDS information. On these sites, u
contracts, and a CDS Portfolio that includes the CDS Baseline &
For more information, contact the Cross Domain Support Ele
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Domai n
al | CSsf
ational Cross Dot
net and JWICS tc
sers will find CDS
ind CDS Sunset L

ment (CDSE).




